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Abstract— Service oriented architecture (SOA) is gaining
more momentum with the advent of network services on
the Web. A programmable and machine accessible Web
is the vision of many and might represent a step towards
the semantic Web. This paper reflects upon existing Web
services implementations and presents an abstract contain-
ment model as a basis to model Web services. A common
model for Web services helps to compare different imple-
mentations in a principled way, introduces a common ter-
minology, and provides a foundation for system designers
to build additional functionality (e.g., security, work-flow)
on top. Examples are shown on how existing Web services
implementations can be represented using this model.
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I. Introduction

WEB services promise to promote the vision of a ma-
chine accessible Web, which can be used as a plat-

form to conduct e-commerce and provide interoperability
across organizations leveraging from a global Web infras-
tructure. The idea behind Web services is to use the Web
as a platform for application to application communication.
Programmatic interfaces that are made available over the
Web are referred to as Web services. The goal of the W3C’s
Web services activity [1] is to develop a set of technologies
that help to standardize protocols to foster interoperabil-
ity. IBM and Microsoft jointly announced a new organiza-
tion designed to ensure the interoperability of Web services,
called the Web Services Interoperability Organization (WS-
I)[2] to provide implementation guidance and support for
customers deploying Web services, promote consistent and
reliable interoperability among Web services, and articu-
late a common industry vision.

The term “Web service” and synonyms are used in a
variety of different contexts and situations. There are al-
ready various existing implementations [3] [4] [5] that all
use different terminology to refer to similar concepts. To
compare different implementations in a principled way a
common model is needed that can be used to represent
these implementations. This further will help to avoid am-
biguities between terms in different terminologies.

The paper presents an abstract model to represent Web
services. This model can be used by system designers as
a basis to add functionality (e.g., security, work-flow) to
Web services. Access control as a critical security require-
ment is already integrated in the model in form of access
control processors that make authorization decisions for a
Web service or related components. In addition, Metadata
represents an integral part of the model to further facilitate
automatic processing through software agents.

The paper’s main contribution is to define an abstract
formal model for Web services, and justify design decisions
and rationale. The proposed model does not enforce any
particular implementation. Examples show how the pro-
posed model can be used to represent different implemen-
tations such as Microsoft’s .NET XML Web services [3] and
IBM’s Web Services Toolkit (WSTK) [6].

II. The Web service model

The paper presents a model and proper definitions for
components of the service oriented architecture. First, a
careful definition is needed for the term “Web service” it-
self, since it is used in a variety of different contexts. Syn-
onyms (e.g., “XML Web service”, “network service”, or
simply “service”) are broadly used. The Web Service De-
scription Language (WSDL) [7] introduces some general
definitions that are abstract and separated from their con-
crete network deployment or data format bindings. How-
ever, the paper adopts a slightly different terminology used
in object-oriented programming languages (e.g., objects,
methods) that sounds more natural and intuitive to use to
represent the related concepts. In addition, object-oriented
concepts are widely used and well understood. If appropri-
ate there will be a mapping provided on how a term or
concept relates to the WSDL terminology.

A. Web service object

The paper prefers the term “Web service object” over
Web service, since the term “object” intuitively relates
more to concepts in object oriented programming, where
an object encapsulates data and behavior. A Web service
object is accessible over a network by a network endpoint
(port). It represents a component with which applications
can programmatically interact by exchanging messages.

In WSDL terminology a Web service object would refer
to a “service“ as a named set of abstract operations and the
abstract messages involved. In Microsoft’s .NET platform
[3] the term “XML Web service” is used, whereas Apache
SOAP [4] and IBM’s WSTK [6] use the term “Web service”
to refer to the same concept.

Note that a Web service object has an internal set of
states during execution. In case subsequent messages are
being sent to an object they might result in different re-
sponses, i.e. there is no guarantee that methods can have
the property of “idempotence”. That means that the side-
effects of n > 0 identical requests are the same as for a
single request. Therefore a request message to an object
should not be considered safe. Clients have to be aware
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Fig. 1. A Web service object (see definition 1).

of any actions they might take, which may have an unex-
pected significance to themselves or others. More formally
we define a Web service object as follows:

Definition 1: Web service object
A Web service object is a tuple o = (i, b, l, Σ, F, M, A),

where i is a non-empty string over an alphabet
∑∗ repre-

senting a globally unique identifier (e.g., URN) [8], b is a
string over an alphabet

∑∗ representing a network proto-
col binding (e.g., SOAP [9] over HTTP [10]), l is a string
over an alphabet

∑∗ representing a network location (e.g.,
URL [8]). Σ is a finite set of states to represent the internal
state of the object at a given time. F is the set of supported
operations (Web service methods). M is a set of Metadata
providing additional description for o. A is a finite set of
access control processors a ∈ A that are associated with o
and perform authorization decisions for o. Σ, F , M or A
can be the empty set ∅. A Web service object is a resource
according to RFC 2396 [8].

A Web service object (see figure 1) is primarily used to
aggregate different Web service methods (see definition 2).
It acts therefore as a container for Web service methods,
which are computational functions with a well-defined in-
terface. The interface can be automatically derived from
F , the set of supported Web service methods. It can be
forwarded in a serialized form (e.g., XML) to a client that
wants to discover how to use the Web service object. The
interface description may be expressed in any interface def-
inition language (e.g., WSDL). A client only needs to know
a description of an object’s interface, the protocol-binding,
and its network location to interact. The interaction is then
performed by exchanging standardized messages depending
on the selected protocol binding b (e.g., using the SOAP
messaging framework [11] over HTTP). How a Web ser-
vice object itself is implemented is not relevant and should
be hidden to the client. Hiding implementation issues and
providing a well-defined interface is the key concept of the
Web services architecture.

A Web service object has an internal set of states Σ.
Since Σ can be the empty set ∅, stateless operations on
objects are also supported. In this case a request method
may be considered safe or idempotent. Using σ to range
over states in Σ the invocation of a Web service method
then maps σ to another state σ′, i.e. σ : Σ → Σ.

A Web service object o can be a member of zero or more
Web service collections (see definition 3).

If A is the empty set ∅, then there’s no access control
processor that makes authorization decisions for o.

We use the notation o.m to refer to a Web service method
m that belongs to o, and o.m(p1, . . . , pn) represents in ad-
dition the parameter list for m.

To illustrate the usage of a Web service object consider
an address verification Web service object. It would have
an URN for a globally unique identification and a network
address (e.g., URL) where it can be located on the net-
work. Clients may use a discovery service (e.g., in form
of a UDDI [12] directory) or file based discovery mech-
anisms to discover the network location where the Web
service object is hosted. A service directory may contain
also a service description (e.g., WSDL) that lists the in-
terfaces of a Web service object. To invoke o.m we can
append a parameter for m to the URL of o. For instance,
http://acme.com/o.asmx could represent the Web service
object o, and http://acme.com/o.asmx?method=m might
represent an invocation of m (with no parameters). The
model does not enforce a particular implementation.

If there’s an access control processor specified for that
Web service object, it would make an authorization deci-
sion whether an incoming client request would be granted.

B. Web service method

A Web service method represents an operation on a Web
service object. The paper adopts the term “method” since
it is widely used in object-oriented languages to represent
behavior of an object in form of a function.

Definition 2: Web service method
A method is a tuple m = (i, p, r(p),M), where i is a non-

empty string over an alphabet
∑∗ representing a globally

unique identifier (e.g., URN) [8], p is a string over an al-
phabet

∑∗ representing a set of input parameters, r is a
function r :

∑∗ → ∑∗ that maps p onto a result string
over an alphabet

∑∗ representing the output (result) or
return value(s) of a computation. p and r(p) may be the
empty string ε. M is a set of Metadata providing addi-
tional description for m. M can be the empty set ∅. A
method m has to be a member of exactly one object O, so
∃O|m ∈ O. It is a resource according to RFC 2396 [8].

A Web service method represented through an abstract
interface can be accessed to perform some computation (see
figure 2). In the proposed model a method is also a re-
source. It may have a set of properties in form of addi-
tional Metadata associated with it. On an abstract level
given some input string p over some alphabet

∑∗ a Web
service method will perform a computation based on that
input string and may return a result string r(p) over some
alphabet

∑∗ as a result of that computation. The com-
putation may change current state σ ∈ Σ in o to σ′. It
may also be the case that the computation diverges and
loops forever, i.e. there’s no state σ′. Thus a Web service
method may not return a value at all.

Note that input parameter p and the result of the func-
tion r(p) in programming languages typically have an asso-
ciated data type of a type system. The definition supports
this, since it allows that any arbitrary string can be used to
encode some typed set of parameters. For instance, p, r(p)
could be encoded using XML Schemas [13] to associate data
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Fig. 2. A Web service method with the associated Web service object (see definition 2).

types to parameters.
To illustrate the usage of types the previously mentioned

address verification service may have a Web service method
boolean isValidPostalAddress(String address),
which given a string over an alphabet that encodes an ad-
dress, will return the Boolean value true or false to indi-
cate whether the address is correct or not.

C. Web service collection

A Web service collection is used to bundle and organize
related Web services objects. It represents an aggregation
over a set of (possibly) related Web service objects (see
figure 3).

Web service collections provide a convenient way to
group related Web service objects, which is useful to facili-
tate management of authorization specifications and Meta-
data. Organizing Web service objects into collection hier-
archies also allows easier browsing and manipulation com-
pared to what a flat namespace would provide. Hierachical
containment is widely used in current Internet information
systems (e.g., Web servers, file systems, URLs) and broadly
understood. More formally, we define a Web service as fol-
lows:

Definition 3: Web service collection
A Web Service collection is a tuple c = (i, O, C,M, A),

where i is a non-empty string over an alphabet
∑∗ repre-

senting a globally unique identifier (e.g., URN) [8], O is a
finite set of (possibly related) Web services objects o ∈ O,
C is a finite set of Web service collections (children), and
M is a finite set of Metadata providing additional descrip-
tion and semantics for w. A is a finite set of access control
processors a ∈ A that are associated with w and perform
authorization decisions for c. O, C, M , or A can be the
empty set ∅. A Web service is a resource according to RFC
2396 [8].

We allow O to be the empty set ∅ to be able to refer to
a Web service collection that can be identified, but has no
content yet.

C allows the containment of other Web service collections

as children of c, which results in a hierarchical containment
structure (tree) of Web service collections and Web service
objects (similar to a file system). C can be the empty set
∅.

Associating Metadata with a Web service collection is de-
sirable but not mandatory (M can therefore be the empty
set ∅).

If A is the empty set ∅ then there’s no access control pro-
cessor that makes authorization decisions for c. Further-
more, the content of a Web service collection is dynamic
and may change over the time. Still we can use the identi-
fier i at any time to refer to the same resource with possibly
different content representations.

A Web service object may be a member of one or more
Web service collections, but this is no requirement. The
Web service collection acts as a container for Web service
objects and other Web service collections. Note that a Web
service collection can have only one parent Web service
collection. This ensures a tree structure of the hierarchical
containment and simplifies traversal in the namespace.

D. Usage Examples

This section presents some usage scenarios and examples
to illustrate how the model can be used to adapt to different
needs and environments.

Figure 4 shows how a possible hierarchy of Web service
collections, Web service objects, and Web service methods.
For instance, we can see that a Web service object can
have no methods. Also, a Web service object doesn’t need
to belong to a Web service collection. Similarly, a Web
service collection (C) doesn’t have to have any Web services
objects. A Web service collection (E) can have children
that are either other Web service collections or Web service
objects.

As an example, a credit card verification Web service col-
lection may be identified using an URI. It could be com-
prised of many different but related Web service objects
o that may span over organizational boundaries and that
serve all a particular purpose: One Web service object may
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Fig. 3. A Web service collection (see definition 3).

verify a client’s address, another one may check the balance
of the credit card, and another one eventually would per-
form a transaction. Additional Metadata (e.g., in form of
RDF schemas [14]) could be associated that provides in-
formation (e.g., about the Web service provider, contact
information, accounting). Decisions for authorizations of
incoming requests would be made by an associated access
control processor that would either grant or deny that re-
quest.

In a simpler scenario an implemented Web service may
comprise only one Web service object within one organi-
zation with no Metadata and no access control processor
associated.

Somewhat more complex would be a Web service col-
lection that comprises several Web service objects. Each
of those Web service objects may belong to a different or-
ganization. Metadata could describe the semantics of that
Web service collection in more detail, and one or more asso-
ciated access control processors could make authorization
decisions for it.

In a more complex example, Web service collections be-
longing to the same organizational unit but from different
departments may be bundled together in a parent Web
service collection at a higher organizational level. This
might be useful for the specification of authorizations on
departmental level, and more general authorizations that
are specified at a higher organizational level to propagate
further down the hierarchy chain.

Or, all Web services that perform a particular kind of

computation may be bundled into a Web service collec-
tion. The overall idea is that Web service objects from any
number of sources even spanning organizational boundaries
could be combined over the Internet to form dynamic ap-
plications for business-to-business commerce. Web service
collections do not specify nor force any particular aggrega-
tion style or flow of control.

The question arises whether we actually need a Web ser-
vice collection as an additional abstraction that makes the
model more complex, since the notion of Web service col-
lections is currently not supported in any of the major Web
service implementations (e.g., MS .NET [3], IBM’s WSTK
[6]).

A strong motivation for having Web service collections is
that it introduces another level of abstraction that might
be useful for larger organizations to more efficiently manage
authorizations on Web services and trust relationships, i.e.
to keep administration efforts lower. Authorizations may
be applied to collections, and could be propagated to all its
children Web service collections and Web service objects.
In general, specifying and applying Metadata or properties
to Web service collections allows to exploit the hierarchical
tree structure and containment relationship by propagating
the information down the hierarchy.

Consider a company running a large amount of differ-
ent Web services, where Web services spread over different
divisions and organizational locations. It would be very
time consuming and error prone to update authorizations
on a related Web service object manually, if possible at
all. In addition, different departments may have different
security needs for their own Web services. A Web service
collection addresses the need of decentralized management
of authorizations that arises from a hierarchical structure
and provides a feasible solution for the specification and
management of authorizations. In this example, the com-
pany may want to bundle all externally available Web ser-
vices into a Web service collection for security reasons to
facilitate authorization management. Another Web service
collection could be used to group all internally available
Web services objects together.

Furthermore, trust relationships across Web service col-
lections may further simplify authorization management.
Trust relationships introduce also additional complexity
and it needs to be explored further on how they can be
used to enhance the overall model. It might be sufficient
for smaller organizations to use only the Web service ob-
ject abstraction level. The model is flexible to adapt to
particular needs.

To sum up there’s a trade-off between complexity of the
model and practical needs to facilitate administration ef-
forts. Making a Web service collection optional allows or-
ganizations to decide on the most appropriate choice to
model their individual needs.

E. Example: Microsoft’s .NET XML Web Services

The proposed model doesn’t favor any particular imple-
mentation. It can be used to model many different of the
existing Web services implementations, or extend these.
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The paper presents two implementations that are both
based on a common standardized Web services stack, i.e.
XML [15], SOAP[11], WSDL[7], UDDI[12], and shows how
the model can be used to represent the particular imple-
mentation.

Microsoft’s XML Web services architecture based on
ASP .NET [3] can be represented in the proposed model
as follows:

ASP .NET is based on a common language runtime
(CLR). The idea is to develop programming language in-
dependent components that all target a common CLR. C#
(pronounced C sharp) is an object-oriented programming
language that can be used to create XML Web services.
Classes in C# have special marked methods, called Web-
Methods, that make a public method accessible as a Web
service. ASP .NET uses a special file with the extension
".asmx" that it associates with a class that implements a
Web service.

Therefore the ".asmx" file could represent a Web ser-
vice object o = (i, b, l, Σ, F, M, A) of the proposed model,
where i is the URN, b (the binding) per default is SOAP
over HTTP (alternatively HTTP-GET or HTTP-POST),
l would be the location (URL), in that case the URL of
the ".asmx" ASP .NET service. The set of states Σ would
comprise all internal states of the data members of the C#
class. F would comprise the set of WebMethods of the
ASP .NET service., M would be the Metadata in form of

comments and attributes in the C# code, A would be the
empty set (there is no concept of an access control proces-
sor).

An ASP .NET WebMethod would be mapped to a Web
service method of the presented model. According to the
definition m = (i, p, r(p),M), i would be the URN based
on the used namespace, p a typed parameter list (e.g., int
m(String Hello)), r(p) the result of the computation (an
integer in this example), M may contain some attributes
associated to the method.

The notion of a Web service collection is currently not
supported in .NET XML Web services.

F. Example: IBM’s Web Services Toolkit

IBM provides a toolkit to develop Web services, which
is based on Apache SOAP [4] technology and the Java pro-
gramming language. Any Java class or bean that has public
methods can be used to implement a Web service. There is
a tight relationship between the Java class and the WSDL
that describes the Web service. Instead of marking partic-
ular code segments with attributes as in C# (WebMethod
approach), a WSDL mapping will be created with the as-
sistance of tools (or manually using a text editor) that help
to automatically generate WSDL files from existing classes,
or create a Java code skeleton based on an existing WSDL
file.

Intuitively a Java method would represent a Web service



method in the model and the Java class that contains the
method would be the corresponding Web service object.
As mentioned earlier WSDL refers to a Web service object
simply as a service.

A Web service collection then would be a collection of
Java classes or services. However, there is only basic sup-
port for a Web service collection (i.e. “services”) in WSDL.
WSDL is primarily used to describe Web services and its
operations. The Web service collection represents an ag-
gregation of Web services. Emerging standards for compo-
sition and aggregation of Web services (e.g., WSFL [16],
RDF schemas [14]) may be used to specify and implement
Web service collections. Similarly, the same techniques
for Web service aggregation may be applied to Microsoft’s
.NET XML Web services.

Concluding, the proposed Web services model, along
with the presented terminology is flexible enough to model
existing Web services implementations. Furthermore, re-
lated RPC technologies (e.g., Corba IIOP [17], RPC [18])
can also be represented in the model, which shows its gen-
erality and flexibility.

III. Future Work

Recent informal polls [19] showed that security was the
top issue among those considering Web services. When de-
cision makers were asked what are the biggest obstacles to
implement Web Services, 45.5% pointed out security and
authentication issues. Therefore it would be worthwhile to
see how this model can be used to add security functional-
ity, i.e. how an access control processor can be integrated.

In addition, the design spaces of Web service aggregation
and operations on Web services need to be explored fur-
ther. For instance, we can build a composite Web service
using a hierarchical containment of different Web service
objects. Alternatively, Web services can be invoked in a
linear chain and within the chain we can support branch-
ing to support parallel execution. Both approaches can be
combined, which will lead to interesting architectural as-
pects. In general, Web service aggregation fosters the reuse
of existing Web service components and it would be inter-
esting to investigate on how the proposed model can help
to enumerate design choices.

IV. Conclusion

The paper introduced a model for components of the ser-
vice oriented architecture that uses a containment model
as a basis to model Web services. A common model for
Web services helps to compare different implementations
in a principled way, and provides a foundation for system
designers to build additional functionality (e.g., security,
work-flow) on top. Access control is built in the model
to facilitate the integration of security and authorization
mechanisms. The proposed model is flexible, extensible,
and forces no particular implementation. Examples are
shown on how the model can be used in different organiza-
tional scenarios. Furthermore, another example illustrated
how an existing Web service implementation can be repre-
sented using this model.
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