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Abstract—The service oriented architecture (SOA) is gain-
ing more momentum with the advent of network services on
the Web. A programmable and machine accessible Web is
the vision of many, and might represent a step towards the
semantic Web. However, security is a crucial requirement
for the serious usage and adoption of Web services tech-
nology. This paper reviews existing work related to Web
service security and access control. Different access control
models for Web services are enumerated, and research and
design issues related to access control that arise in a world
of network services on the Web are discussed. The paper’s
main goal is to stimulate more research in the area of access
control and security for Web services.
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I. Introduction

WEB services promise to promote the vision of a ma-
chine accessible Web, which can be used as a plat-

form to conduct e-commerce and provide interoperability
across organizations leveraging from a global Web infras-
tructure. Recent informal polls [1] showed that security
was the top issue among those considering Web services.
When decision makers were asked what are the biggest
obstacles to implement Web Services, 45.5% pointed out
security and authentication issues. A common fear among
many IT decision makers is that it is not clear what level
of exposure opening up an organization’s Intranet to de-
ploy Web services will have. There is clearly a difference
between a Web site and a Web service: A Web site can be
set up in a secure environment (e.g., behind a company’s
firewall) serving static pages, or dynamically created ones
based on user input from forms. This is a common sce-
nario and people know how to make it relatively secure.
However, a Web service may expose a company’s secure
back office and business logic for transactions to the pub-
lic, potentially opening up a large security hole for hackers.
Despite all standardization attempts on a common mes-
saging framework (e.g., SOAP [2]), Web service interfaces
(e.g., WSDL [3]), work flow (e.g., WSFL [4]), and service
discovery (e.g., UDDI [5], WSIL [6]) the Web service archi-
tecture will not be broadly adopted as long as there are no
standard ways on securing Web services.

Security efforts in the area of Web services are mostly
related to data integrity, non-repudiation, and encryption.
Web services have to be reliable. There must be assurances
regarding the identity of the systems and principals that
interact (authentication), messages are delivered once and
only once, and all business processes are completed.

For instance, XML Key Management (XKMS) [7] de-

fines protocols for distributing and registering public keys.
There are established standards on how to encrypt doc-
uments (e.g., SSL[8]) and digitally sign those. XML En-
cryption [9] and XML Digital Signature [10] handle more
complex situations, where different parts of the same doc-
ument need different treatment (e.g., parts of a document
need to be signed, perhaps by different people, and this may
need to be done in conjunction with selective encryption).
The SOAP Security Extensions [11] propose a standard
way to use the XML Digital Signature syntax [10] to sign
SOAP [2] messages. Furthermore, the Organization for the
Advancement of Structured Information Standards (OA-
SIS)[12] proposed a Business Transaction Protocol (BTP)
[13] that is designed to allow transactional coordination of
participants, which are part of services offered by multi-
ple autonomous organizations (as well as within a single
organization) in a Web Service environment. In addition,
Microsoft is working on a Global XML Web Services Ar-
chitecture (GXA) [14], which includes a proposal called the
Web service security language (WS-Security) [15].

The paper first presents a comparison of different ac-
cess control models (e.g., mandatory, role-based, chain of
trusts) and discusses how they are suited for Web services.
Then it identifies research issues on authorizations for Web
services. Towards the end the paper critically reviews re-
cent work related to security with a focus on access control
in Internet information systems. The paper’s main contri-
bution is to provide an overview of existing work and to
propose ideas that are intended to stimulate more research
in the area of authorization issues and access control in a
distributed Web service environment.

The conclusion is that there is no existing integrated so-
lution and architecture available yet that addresses access
control for Web services adequately. Such a solution is re-
quired as a foundation towards a broad deployment and
usage of Web services to materialize the vision of a pro-
grammable Web.

II. Access control models for Web services

This section will first review existing access control mod-
els on how they can be applied to Web services. Sandu and
Samarati [16] provide an overview of access control princi-
ples and practice. They discuss security goals, the tradi-
tional access control matrix, along with some implementa-
tion approaches (e.g., access control lists, capabilities, au-
thorization relations). Merkl et al. [17] present a detailed


